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Abstract

The Rivest Shamir Adleman (RSA) cryptosystem, named after its creators, is one of the most popular
public key cryptosystems. It is most widely used for its strong security feature and easy implementation. The RSA
cryptosystem has been utilized for many e-commerce applications, various forms of authentication, and virtual
private networks in any organizations. The importance of high security and faster implementations paved the way
for hardware implementations of the RSA algorithm. This work consists of describing a new approach to enhance
RSA security. In this paper we will enhance the security feature by introducing an advance model called Triple
RSA. Although RSA has not been attacked yet, it is still prone to attacks. So to enhance its security we have
implemented triple RSA just like triple DES which is extremely secure. This model provides along with
confidentiality, a strong authentication, data integrity, tamper detection and non repudiation.

.Keywords: Authenticity, Confidentiality, Data integrity, Digital signature, Private key, Public key, Public key
cryptography, Non Repudiation, Symmetric encryption.

Introduction
Cryptography

Cryptography is where security engineering
meets mathematics. It provides us with the tools that
underlie most modern security protocols nowadays. It
is probably the key enabling technology for
protecting distributed systems. It is the art or science
encompassing the principles and methods of
transforming an intelligible message into one that is
unintelligible (cipher text) and then retransforming
that message back to its original form (plain text).
Modern  cryptography is heavily based on
mathematical theory and computer science practice;
cryptographic algorithms are designed
around computational hardness assumptions, making
such algorithms hard to break in practice by any
adversary [7]. Consumer privacy is becoming the
most publicized security issue replacing theft and
fraud as top concerns in e-commerce [10].
Cryptosystem is system for encrypting and
decrypting data. Security of cryptosystem depends on
secrecy of the keys rather than the secrecy of the
algorithm. It is important to have a large range of
possible keys, so that it is not possible to do a “brute
force” approach in cracking the algorithm.
Traditionally, cryptography was done with just a
single key called a secret key, which would have to
be known to everyone, and so this was insecure.

e The challenge would be that two parties
would have to agree on a secret key
without anyone else finding out.

e The secret key method is faster, but less
secure.

The public key cryptosystem was introduced in 1976
by Whitfield Diffie and Martin Hellman. It uses
public key for encryption, as well as a private key for
decryption. Each user gets two keys: one public and
one private. The public key is published; the private
key is secret. This eliminates the need to share the
private key.

Security

The rapid evolution of computing and
communication technologies and their
standardizations have made the boom in e-commerce
possible [1]. The eradication of trust in Internet
commerce applications may cause prudent business
operators and clients to forgo use of the Internet for
now and revert back to traditional methods of doing
business [6].

Triple RSA

Triple RSA is an improvement in RSA. The
three keys available to a user (his private key, his
public key and sender’s public key) as shown in

http: // www.ijesrt.com (C)International Journal of Engineering Sciences & Research Technology

[682-688]


http://www.ijesrt.com/

[Sejwani et al., 3(5): May, 2014]

figure 1 is utilized in such a fashion that all security
features are accomplished [3] [5].

RSA

RSA is public key cryptography algorithm,
named after the inventors, Ron Rivest, Adi Shamir,
and Len Adleman in 1977. One of the interesting
things about RSA is that you can tell anyone about
how the encryption works; however, this
knowledge is not sufficient to be able to decrypt the
cipher text [2] [9] [11]. Only the chosen few who
have extra information can decrypt the message.

User 1 ~ I | User 2
a )
| Public key | | Private Key |

| Public key || Private Key |

Figure 1: Key availability scenario

Figure 2 depicts the working of RSA
encryption and decryption. The sender (BOB) is
sending message to receiver (ALICE). The sender
will encrypts the message using private key of Alice
[8]. So that only Alice can decrypt it as she only has
the private key required to decrypt it.

Alice’s Public -\hlzez\s gnd;)?te
m Key (e) m :
y i
Cipher text (c) »| Cipher text (c)
Transaction

Figure 2: RSA for confidentiality

This is the confidentiality feature provided by the
RSA encryption.
RSA can also be used to provide signature [12].
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Figure 3: RSA for signature

As shown in Figure 3 BOB encrypts the message
using his own private key which is known only to
him. Others can decrypt the message using his public
key [4] [14].
Types of attacks possible on RSA [13]

e Brute force attack

e Time attack

e Mathematical attack

Triple RSA

Triple RSA is the advancement in the RSA.
It provides more security features than RSA. The
message is first encrypted using public key of the
sender. As the receiver only has the corresponding
private key to decrypt, he only can decrypt it. This
step provides confidentiality.

Now this encrypted message is further
encrypted using sender’s private key. This is like
signing the message by the sender. As sender only
has the private key, it can be decrypted on the
receiver’s side using sender’s public key. Hence it is
verified that the message has come from the genuine
sender. Sender is authenticated. Also non repudiation
is provided. Sender at the end cannot refuse that he
sent the message. As the source of the message is
him, with his private key the message is encrypted
which is available with him only.

At last, the double encrypted is again encrypted
using sender’s public key. At this point main aim is
to provide message integrity. The data can only be
decrypted using sender’s private key and hence can’t
be modified while on network. Hence data integrity is
also achieved.

Design and implementation
Technologies
e Front end : Java Development Tool Kit
(version 1.7), Swing, Socket programming
e Back End: Oracle 11g
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Proposed Model

There are two entities who want to
communicate among themselves using this new
approach as shown in Figure 4. User A sends a
message to user B. The message is received with
utmost security and confidentiality. Only the
authenticated user i.e user B receives the message.

Where Messagl: Encrypted message

Pr(A): Private key of sender

E: RSA Encryption

Message2: Double encrypted message
Step 3:

Finally, User A encrypts messagel using
receiver’s public key. Only receiver has his private
key so user B only can decrypt the message. This
provides enhanced security on the message
transaction. The data in the message can’t be
tempered as security has been improved. This step
provides message integrity.

e A (Encryphy) Clane B (Dwerypes

Figure 4: Proposed Triple RSA model

Step 1:
In this proposed model first of all the sender
(user A) encrypts the message to be sent to user
B using user B’s public key. As user B only has
the corresponding private key, he is authorized to
decrypt the message. So this step provides
confidentiality.

E ( Message, Pu(B) ) = Messagel

Where Message: Plaintext (Original
message)

Pu(B): Public key of receiver

E: RSA Encryption

Messagel: Encrypted message
Step 2:
Next, User A encrypts messagel using his own
private key. Only he has his private key so his
identity is also validated. Encrypting message by
sender’s private key is signing the message. This
step provides authenticity. While on the receiver
side, user B can decrypt it using public key of A.

E ( Messagel, Pr(A)) = Message?2

E ( Message2, Pu(B)) = Message3

Where Messag2:  Double encrypted
message

Pu(B): Public key of receiver

E: RSA Encryption
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Message3: Triple encrypted message

3.2 Code
(8 Unique random number P and Q generation
randomNumber = random.nextint(max -
min) + min;

for(al=2;al<=randomNumber;al++)

if(randomNumber%al==0)
{
break;
}
}

(b) Checking if two numbers are distinct and
generation of n
if(al==randomNumber)

{

ct++;

if(c==1)
{
p=al;
}

else if(c==2&&p'=al)
g=al;
break;
}

}

n=p*q;
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@ (d) Converting String into ASCII
b = str.toCharArray();

a=new int[b.length];
for(i=0;i<b.length;i++)

Unigue random prime no
P.Q is generated. Such that

GCD (P.Q)=1 also N=P*Q {
and o=P-1)*(Q-1) a[i]=b[i];
}
v .
Select random no e. Such (e) Encrypting message
that GCD(e.g)=1. Also expo=new Biglinteger(en_key+"");
generated d. b2=new Biglnteger(n+"");
for(i=0;i<a.length;i++)
y {
Public key=(e.n) Private bl=new BiglInteger(a[i]+"");
key=(d.n) b3 = bl.modPow(expo,h2);
3 String stri= b3+"";
- a[i] = Integer.parselnt(strl);
Convert message string to show[i]=a[i]%100;
corresponding ASCII value - ' o
- enc_show[i]=(char)showl[i];
In an anay }
v

(f) Decrypting message
expol=new Biglnteger(d_key+"");
b12=new Biglnteger(n+"");

Encrypt each integer number
in array using RSA key

I dec_pass=new char[a.length];
Perform modulus 100 on for(i=0;i<a.length;i++)
each encrypted value {
b1l1l=new Biginteger(a[i]+"");
v b13 = b11.modPow(expol,b12);
Convert number back to its String strll= b13+"";
ASCII value in array a_dec[i] = Integer.parselnt(str1l);
dec_pass[i]=(char)a_dec]i];
@ (g) Converting ASCII into string
decpass=decpass+dec_pass[i];
Figure 5: Working model of triple RSA dec_show[i]=(char)a_dec[i];
(c) Generating e and d (public and private keys
respevtively) Implementation
randomNumber = random.nextInt(phi - 1) + (@) On sender side (Encryption)
1 Step 1: Sender encrypts the original message by
ged= new receiver’s public key as shown in Figure 6.
GCD().gcdCal(phi,randomNumber); (Confidentiality)
if(gcd==1) E ( Message, Pu(B) ) = Messagel
Where
en_key=randomNumber; Message: Plaintext (Original message)
b_1=new Biglnteger(en_key+""); Pu(B): Public key of receiver
b_2=new Biglnteger(phi+""); E: RSA Encryption
b_3=b_1.modlInverse(b_2); Messagel: Encrypted message

String str=b_3+"";

d_key = Integer.parselnt(str);
break;

}
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Figure 6: First encryption

Step 2: Sender encrypts the encrypted message by
sender’s private key as shown in Figure 7.
(Authenticity)
E ( Messagel, Pr(A)) = Message2
Where

Messagl: Encrypted message

Pr(A): Private key of sender

E: RSA Encryption

Message2: Double encrypted message
2 Lty Applet Viewer: Rz, > ] =) '&‘

Apnplat

Piain Taxt| = = |
Ciper Taxt] ‘a8 |

Aprrprlat Startact
Figure 7: Second encryption

Step 3: Sender encrypts the double encrypted
message by receiver’s public key as shown in Figure
8.(Message integrity)
E ( Message2, Pu(B)) = Message3
Where

Messag2: Double encrypted message

Pu(B): Public key of receiver

E: RSA Encryption

Message3: Triple encrypted message
1 Lésl Appliet Viewer: Rs... L= ‘ (=] Iihj
Appliat

Piain Text]| | &) |
Ciper Textjas=106 |
ok |

Applat startacd

Figure 8: Third encryption
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(b) On receiver side (Decryption)
Step 1: Receiver decrypts the triple encrypted
message by his private key as shown in Figure 9.
D ( Message3, Pr(B)) = Message2
Where

Message3: Triple encrypted message

Pr(B): Private key of receiver

D: RSA Decryption

Message2: Double encrypted message

| =>| Applet Viewer: Rsa2...l —=a|=) l&l

Applet

Cipher Textjl4a6=156

Plane Text| \ &\

ok |

Applet started.

Figure 9: First decryption

Step 2: Receiver decrypts the double encrypted
message by sender’s public key as shown in
FigurelO.
D (Message2, Pu(A) ) = Messagel
Where

Message2: Double encrypted message

Pu(A): Public key of sender

D: RSA Decryption

Messagel: Encrypted message

Lir] Applet Viewer: Rza22... l —_

Applet

Ciphocr lcxd \78.\

. ——

Plane l’axt[ S C=s

[_ox ]

Applat startad

[

Figure 10: Second decryption

Step 3: Receiver decrypts the encrypted message by
his private key as shown in Figure 11.
D ( Messagel, Pr(B)) = Message
Where

Messagel: Encrypted message

Pr(B): Private key of receiver

D: RSA Decryption

Message: Plaintext (Original message)
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Figure 11: Third decryption

Results

Here we have a comparison table Table 1 for security
features like confidentiality, data integrity and
signature.

Securit | Conventi | Our Time Time

y onal Algorith | taken by | taken

Feature | Algorith m Conventio | our

m nal Algorithm
Algorithm

Confiden | Simple Triple RSA | 35ns 35ns

tiality RSA (Step 1)

Integrity | SHA1 Triple RSA | 77ns 35ns
(Step 2)

Signatur | Simple Triple RSA | 35ns 35ns

e RSA (Step 3)

Total 147 ns 105ns

Time

Table 1: Comparison of Triple RSA with other algorithms

Integrity is provided by some digest algorithm like
MD5 or SHA. To show integrity with RSA we use
SHAL. As RSA can

Only provide confidentiality and authentication. It
can’t provide message integrity. But Triple RSA can
provide message integrity.

The experiment was implemented on

Processor: Intel® Core™ Duo CPU P8600 @ 2.40
GHz.

RAM (Internal memory required): 4 GB

Operating system: Windows 7 Ultimate

System Type: 64 bit operating system
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2091409405 11:17:37.898008048816
Encryption done
Decryption done
28014-84-685 11:17:37.8060806868851

< 111
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Figure 12: Time taken by RSA (35 ns)

B | C:\Program Files (x86)\Xinox Sobeare\JCr...l.EM

2014-04-05 12:28:48.000000474
2014-04-05 12:28:48.000000551

dc6d45e74ecf4391082a37a4d6973f708d3f aB15

ress any key to continue...

Figure 13: Time taken by SHAL (77 ns)

Hence it is proved that Triple RSA provides
all the three security features: Confidentiality,
Message Integrity and Authentication (via Digital
Signature) in less time i.e. 105 ns compared to other
algorithms which take 147 ns.

Conclusion

The given approach of cryptosystem is
targeting all the required security features. It is an
efficient way to have any transaction in open
network. This approach can be merged with any
online transaction to provide strong authentication,
privacy, confidentiality, data integrity, tamper
detection and non repudiation. This approach covers
all the security aspects in just three steps.
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